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This document provides instructions on how to disable the encryption in the Avalanche Manager 3.3x 
and 3.4x.

O V E R V I E W  O F  A V A L A N C H E  E N C R Y P T I O N

The Avalanche Manager determines if encryption is being used. Once an Enabler connects to 
Avalanche, the encryption method is then dictated by the Manager and the Manager has the capability 
to encrypt all communications between the Avalanche Agent and its known mobile units.

If you are using network address translation between the 3.3 x or 3.4x versions of Avalanche Manager 
and an Avalanche Enabler, the Avalanche Agent will not be able to communicate with your mobile 
device. You will need to disable encryption to allow the Agent to locate and activate your mobile device. 

Prior to versions 3.10-08, Enablers initiated communication using encryption. If you are using an Enabler 
version prior to 3.10-08, you will also need to disable the encryption on the Enabler or upgrade to a new 
version.

Note: Encryption was modified to work properly in the Avalanche Manager 3.5 and later versions and 
the Enabler 3.10-08 and later versions. To upgrade to newer versions, contact Wavelink Customer 
Support.

D I S A B L I N G  A V A L A N C H E  E N C R Y P T I O N

If your network uses any form of network address translation between the Avalanche Manager and the 
Avalanche Enabler, the Avalanche Agent will not be able to communicate your mobile device until you 
disable the encryption. 

Complete the following tasks to disable the encryption:

• Disable encryption between the Agent and the mobile device

• Disable encryption on the Enabler (previous to version 3.10-08)

D I S A B L I N G  E N C R Y P T I O N  B E T W E E N  T H E  A G E N T  A N D  M O B I L E  D E V I C E

To disable encryption:

1. Use one of the following methods to stop the Avalanche Agent service:

• If you are running the Agent on the same box as the Avalanche Manager Console, select 
Agent > Stop Local Agent within the Avalanche console menu. 
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Stopping the Agent

• In the Services panel, stop the Wavelink Avalanche Manager service.

Stopping the Agent in the Services Panel

2. Use the File Explorer to navigate to the location of the Agent. 

The default location is C:\Program Files\Wavelink\Avalanche\Services.

3. Open the Avalanche.properties file with a plain text editor.

4. Create the following entry on a new line: DefaultEncryptionMethod=0.
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Modifying the Avalanche.properties File

5. Save and close the file.

6. Use one of the following methods to stop the Avalanche Agent service:

• If you are running the Agent on the same box as the Avalanche Manager Console, select 
Agent > Connect to Agent within the Avalanche console menu. 

Connecting to the Agent

• In the Services panel, start the Wavelink Avalanche Manager service.
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Starting the Agent from the Services Panel

D I S A B L I N G  E N C R Y P T I O N  O N  T H E  E N A B L E R  

You can disable the encryption on the Enabler using one of the following methods:

• Modify the _devprop.prf file

• Disable encryption through the Avalanche Manager

To modify the _devprop.prf file:

1. Navigate to the location of the Agent with the File explorer. 

For Windows Enablers, the default location for the _devprop.prf file is
C:\Program Files\Wavelink\Avalanche\Enabler. 

For CE Enablers, the default location for the _devprop.prf file is
C:\Application\Avalanche\Config.

2. Open the _devprop.prf file in a plain text editor.

3. Create the following entry on a new line: Encryption=0.
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Modifying the DEVPROP.PRF FIle

4. Save and close the file.

5. Download the file to the mobile device using ActiveSync and place in the
<persistentdrive>\Avalanche\Config folder for that Enabler.

6. Warm boot the device to re-initialize the Enabler.

To disable encryption through the Avalanche Manager

1. Double-click a mobile device in the List View of the Management Console.

2. In the Avalanche Client Controls dialog box, select the Properties tab.

3. Click Add Property.

The Add new client property dialog box opens

Adding a New Client Property

4.    Type Encryption in the Key text box.

5.    Type 0 in the Value text box.

6.    Click OK.

The new property appears in the Properties tab of the Avalanche Client Controls dialog box.
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Avalanche Client Controls

The new encryption property downloads to the mobile device at the next update. 
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