»  DISABLING ENCRYPTION IN
AVALANCHE 3 3X AND 3.4X AVALANCHE
This document provides IVI A N A G E R

instructions on how to
disable the encryption in

P This document provides instructions on how to disable the encryption in the Avalanche Manager 3.3x
versions 3.3x and 3.4 x of and 3.4x.

Avalanche Manager.

OVERVIEW OF AVALANCHE ENCRYPTION
OVERVIEW

The Avalanche Manager determines if encryption is being used. Once an Enabler connects to
This document contains Avalanche, the encryption method is then dictated by the Manager and the Manager has the capability

to encrypt all communications between the Avalanche Agent and its known mobile units.
the following sections:

If you are using network address translation between the 3.3 x or 3.4x versions of Avalanche Manager

¢ Overview of and an Avalanche Enabler, the Avalanche Agent will not be able to communicate with your mobile
Avalanche device. You will need to disable encryption to allow the Agent to locate and activate your mobile device.
Encryption ) ) N o ) . .
] ) Prior to versions 3.10-08, Enablers initiated communication using encryption. If you are using an Enabler
+  Disabling Avalanche version prior to 3.10-08, you will also need to disable the encryption on the Enabler or upgrade to a new
Encryption version.

. Revision History

Note: Encryption was modified to work properly in the Avalanche Manager 3.5 and later versions and
the Enabler 3.10-08 and later versions. To upgrade to newer versions, contact Wavelink Customer
Support.

DISABLING AVALANCHE ENCRYPTION

If your network uses any form of network address translation between the Avalanche Manager and the
Avalanche Enabler, the Avalanche Agent will not be able to communicate your mobile device until you
disable the encryption.

Complete the following tasks to disable the encryption:
. Disable encryption between the Agent and the mobile device

. Disable encryption on the Enabler (previous to version 3.10-08)
DISABLING ENCRYPTION BETWEEN THE AGENT AND MOBILE DEVICE
To disable encryption:

1. Use one of the following methods to stop the Avalanche Agent service:

. If you are running the Agent on the same box as the Avalanche Manager Console, select
Agent > Stop Local Agent withinthe Avalanche console menu.
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I:\ localhost - Avalanche Manageme

Anert Settings...
Aogent Configuration. ..
Refresh Agent Fa

Stopping the Agent

. In the Services panel, stop the Wavelink Avalanche Manager service.

“%% Services

File  Action Yiew Help
= 2 o
l% Services (Local)

% Services {Local)

link Avalanche M. Mame Description Skatus Startup Type LogOnhs A

%Task Scheduler Started Automatic Local System

Stop the service: 8 TCP/IP NetBIOS Helper Started  Automatic Local Service
Restart the servics Telephony Starked Manual Lacal Systerr
%Telnet Manual Local Syster

%Terminal Services Started Manual Local System

Themes Skarted Automatic Local System

%Uninterruptihle Power Supply Manual Local Systenr

%Universa\ Flug and Play Devi... Manual Lacal Service

%Utility Manager Manual Lacal Systerr

%Volume Shadaw Copy Manual Lacal Systerr

%Wavelink Avalanche RAPLG... Manual Local Syster

‘waveLink TermProxy Service Started Automatic Local Syster
%Webcllent Started Aukomatic Local service
%W\ndnws Audio Started Aukomatic Local Syster ¥
< | >

\ Extended 4 Standard

Stopping the Agent in the Services Panel

2. Use the File Explorer to navigate to the location of the Agent.
The default location is C: \Program Files\Wavelink\Avalanche\Services.
3. Openthe Avalanche.properties file with a plain text editor.

4. Create the following entry on a new line: DefaultEncryptionMethod=0.
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File Edit Yiew Insert Format Help

DEEH & # 2B B

AgentAuthentication=0
Audit.level=0

Configured\ Ports=None

ConsoleTimeout=3600
Cuc.Misc.ExclusionUindow=0;0;0; 0000000

Cuc.Mise. SimultaneousUpdatelimit=-1

Cue. Mise. UpdatesCount=0

Cuc. Misc.UseConsolelocalTimeForEventSchedul ing=0
Deviceiuthent ication=0
DeviceExpirationThreshold=0
Ftp.Password=QLHGLIPOOQKLMRIRP I IGHLHGELETNEHD
Ftp.RootPath=hvaPackages

Ftp.ServerIp=0.0.0.0

Ftp.User=wavelink

InitialdetupComplece=1

LastGuidSequence=30

LogLewvel=INFO

MaxDownloads=0

MaxLogKilobytes=10240
NetworkInterfaceSelectionResults=10.21.0.13;00-10-4B-96-36-45;255.252.0.0;10.20.0.254
QueueExcessUpdates=1

SimultaneousUpdacelimit=-1
TerminalldSettings=5;1;95599599;
Unrestrictedbownloads=1

UpdateScheduled=0

UpdateStartTime=0

VEP_Rotation_Count=0
UavelinkCommonPath=Ch 1y Programy Filesh)Comwony Files\\Wavelinki’Conmon

For Help, press F1 UM

Modifying the Avalanche.properties File
5. Save and close the file.

6. Use one of the following methods to stop the Avalanche Agent service:

. If you are running the Agent on the same box as the Avalanche Manager Console, select
Agent > Connect to Agent within the Avalanche console menu.

I:! Avalanche Management Console

=top Local Agent

Agent Settings...

Agent Configuration. ..

Connecting to the Agent

. In the Services panel, start the Wavelink Avalanche Manager service.
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*% Sarvices
File  Action Wiew Help

Ea) LS
IW Services (Local)

link 1l he ! Marme Crescription Skatus Startup Type LogonAs
%Task Scheduler Started Aukomatic Local Syster
Stop the service 8 TCP/IF NetBIOS Helper Started  Automatic Lacal Service
Bestart the service %Telephony Skarted Manual Local System
Telnet Manual Local Systenr
%Terminal Services Started Mariual Local System
Themes Started Autarnatic Lacal Systerr
%Uninterruptible Power Supply Manual Lacal Systerr
%Universa\ Flug and Play Devi... Manual Lacal Service
%Utility Manager Manual Local Systemr
%Volume Shadow Copy Manual Local System
e Automatic
%Wavelink Avalanche RAPTG... Manual Local Systerr
%WaveLink TermProxy Service Started Autarnatic Lacal Systerr
%Wabclient Started Automatic Local Service
%W\ndows Audio Started Automatic Local Syster ¥
< | &

\ Extended A Standard

Starting the Agent from the Services Panel
DISABLING ENCRYPTION ON THE ENABLER

You can disable the encryption on the Enabler using one of the following methods:
. Modify the devprop.prf file

. Disable encryption through the Avalanche Manager
To modify the _devprop.prf file:

1. Navigate to the location of the Agent with the File explorer.

For Windows Enablers, the default location for the devprop.prf fileis
C:\Program Files\Wavelink\Avalanche\Enabler.

For CE Enablers, the default location for the devprop.prf fileis
C:\Application\Avalanche\Config.

2. Openthe devprop.prf filein a plain text editor.

3. Create the following entry on a new line: Encryption=0.
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Ell _DEVPROP.PRF - WordPad
File Edit Wiew Insert Format  Help

Ded 2@ A fBRER B

|

SJetclock=1

Roguedcan. Supported=0
£.constr.Roguescan. Supporved=3
£.Cconstantmac=1

Series=c

£.COnStr.Series=3

HMode IName=8140FPFCO3
£.constr . Mode 1Nsme=3
0sType=FocketPC
£.COnSTr.0sType=3
Processor=ARM
£.Constr.Processor=3
ProcessorRevision=0006
£.constr.ProcessorRevision=3
0sVer=4.z0

£.CONSTY . OSVer=3
EnablerVer=3.10-Z5
e.constr.Enablerver=3
ProcessorType=X3cale
£.Constr.FrocessorTypne=3
CoreEnsbler=3
£.Constr.CoreEnsk 1er=3
RadioType=D3
e.constr.RadioType=3
£.COnSTr. AgentAuthenticarion=3

(2]

tion=0

For Help, press F1 UM

Modlifying the DEVPROP.PRF Flle
4. Save and close the file.

5. Download the file to the mobile device using ActiveSync and place in the
<persistentdrive>\Avalanche\Config folder for that Enabler.

6. Warm boot the device to re-initialize the Enabler.
To disable encryption through the Avalanche Manager

1. Double-click a mobile device in the List View of the Management Console.
2. Inthe Avalanche Client Controls dialog box, select the Properties tab.
3. Click Add Property.

The Add new client property dialog box opens

&

I\ Add new client property

Ky |Encryptinn

Yalue: |D

[o]24 | Cancel

Adding a New Client Property

4. Type Encryption inthe Key text box.
5. Type 0 inthe Value text box.

6. Click Ok.

The new property appears in the Properties tab of the Avalanche Client Controls dialog box.
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I:Y Avalanche Client Controls

Awalanche Ciients are mobiie dewvices that are managed by Avaianche. Avalanche provides
central management of a clients software and configuration seftings.

Control  Properties

FProperty Value Changeahle | Change Pending
Enahlerver 3.50-00 ;I
ModelName LHE_hHSH
0sType indows CE
OsVer 4.20
Frocessar AR
ProcessorRevision 00os
FrocessorType ®Bcale
RadioType DS
RealTimeStatsinterval 300 fes
RogueScan 1 fes
RogueScanAFDelay 3600 fes
RogueScanAgelut 24 es
RogueScan.Deviceldle 10 fes
RogueScan.DeviceTime 100 fes
RogueScan Filter 1 fes
RogueScan.Supported 0
Series |5
SetClock 1 ‘fes
TerminallD 1 On Control page
En 0
Add Property I Delete Property Apply Changes Discard Changes |
Current Activity:

Caontral Status:

Close |

Avalanche Client Controls

The new encryption property downloads to the mobile device at the next update.
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