USING SSH WITH
TERMINAL EMULATION

This document describes how to install and configure SSH support for the Wavelink Terminal
Emulation (TE) Client. Secure Shell (SSH) is a protocol developed for transmitting private information
over the Internet. SSH encrypts data that is transmitted during the Terminal Emulation session
between the Client and the host or proxy server.

The Telnet Client supports SSH version 1 and 2 and will automatically select the most secure protocol
supported.

OVERVIEW OF SSH SUPPORT

In order to use SSH with the TE Client, you will need to install a support utility on the computer from
which you will deploy the Client configuration, install a support package on the device running the
Client, and configure the host profile(s) for the Client. Then you will need to deploy the new
configuration to the Client.

¢ |Installing the SSH Support Utility
¢ Deploying the SSH Package
¢ Configuring the Host Profile for SSH Support

INSTALLING THE SSH SUPPORT UTILITY

The SSH support utility must be installed on the Windows PC from which you will deploy the Client
configuration before you can configure the Client to use SSH.

To install the Windows SSH support utility on the PC:

1. Obtain the installation files for the Windows SSH support utility from the Wavelink Web site and copy
them to the system you will use to install the file on your device. You will need the self-extracting
support utility and either the Avalanche, ActiveSync, or AirBeam SSH package for the Client.

2. Install the SSH support utility on the PC from which you will deploy the TE Client by double-clicking the
-exe file.

3. The Installer Setup screen appears. Click Next.
4. Read the License Agreement and agree to the terms by clicking | Agree.

5. Click Install to accept the default installation location or use the Browse button to navigate to the location
where you want the files installed.

6. The files install locally. Enable the Show Readme option if you want to view the release notes. Click Finish
to close the installer.
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DEPLOYING THE SSH PACKAGE

Use Avalanche or ActiveSync to deploy the SSH support package to the device.

NOTE: Wavelink supports some third-party deployment applications. For more information about supported
deployments for your device, please see the Wavelink Web site. If you choose to use a third-party
application to configure and install the TE Client, please see the documentation for that application for
details on this process.

To deploy the SSH package through Avalanche:

1. Ensure you have obtained the SSH package. From the Avalanche Web Console, create a new software
profile or select the profile you want to add the package to.

2. In the Software Packages panel, click New.

3. Ensure Install an Avalanche package is selected and click Browse.

4. Navigate to the location of the SSH package, select the package, and click Open.

5. Read and agree to the License Agreement, then click Next.

6. The software package is extracted locally. When the package is extracted, click Next.
7. Enable the software package and click Finish.

8. Ensure that the profile is enabled and applied to the correct location(s), then deploy the profile.

To deploy the SSH package through ActiveSync:

1. Establish an ActiveSync connection to the device.

2. From the desktop computer, double-click the .exe file to install the SSH support package.
3. The Installer Setup screen appears. Click Next.

4. Read the License Agreement and agree to the terms by clicking | Agree.

5. Click Install to accept the default installation location or use the Browse button to navigate to the location
where you want the files installed.

6. The files install locally. Enable the Show Readme option if you want to view the release notes. Click Finish
to close the installer.

7. If you enabled the Run Wavelink SSH ActiveSync Support option, the package begins to install.
-Or-

If you did not enable that option or if you need to install the package to a different device: from the
desktop computer, click Start > Programs > Wavelink SSH ActiveSync Support > Install to Device.
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8. A prompt appears, asking if you want to install to the default directory. Click Yes to install to the default
location, or No to select a different destination.

9. The package installs, and a prompt appears to instruct you to check the mobile device screen to see if
there are any additional steps. Follow the steps, if any, and the package will finish installation.

10.0Once the package is installed on the mobile device, you can configure the Client to use SSH.

CONFIGURING THE HOST PROFILE FOR SSH SUPPORT

SSH support is configured from the Host Profiles window of the TE Client configuration utility.

NOTE: SSH is only an active option if SSH support has been installed on the PC running the Telnet Client
configuration utility.

To configure SSH:

1. Access the host profiles configuration utility for the Telnet Client.

2. Select a host profile from the list or click New to create a new host profile.
3. Enter the information of the Telnet host to connect to.

4. Enable the Use SSH encryption option.

Uze S5H encryption
[ Tunnel Telnet using 55H Lacal Part Fovwarding

elete Cancel l [ K

Enabling SSH

5. If you are using IBM emulation, type the address that will be used for port forwarding in the text box.

NOTE: SSH local port forwarding is required if an IBM emulation type is selected.

6. Click the SSH tab to configure private keys and security options.
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[]Use Private Key

MHan-TemProsy S5H Settings

Save pazgwords while Telnet iz running

Global Accepted Host Fey List:

Add Current Hogt Keys

SSH Tab

7. To save your passwords during a Telnet session, check the Save Passwords while Telnet is running option.
This stores the passwords so they do not have to be re-entered.

NOTE: The passwords will be erased each time you exit the TE Client.

The following sections provide instructions for configuring proxy settings, autologin, SSH parameters, and
private keys. When you have configured the Client, deploy the new configuration to the device.

CONFIGURING PROXY SETTINGS IN SSH

You may need to go through a proxy server in order to connect to the SSH server. Proxy settings allow
you to get your data through a firewall, if one is present.

To configure proxy settings:

1. From the Host Profile window, select the Proxy tab.

Prosy Type;

Prowsy Hogt; Fort;
110.21.0.63 | j1oen |
Prowy server handles DMNS name lookup:
Marne: | |
Pazzword: | |

Telnet Cormmand:

Proxy Settings
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2. In the Proxy Type drop-down list, select the proxy type.
e Selecting HTTP allows you to proxy your connections through a web server.
e Selecting SOCKS 4 or SOCKS 5 allows you to proxy your connections through a SOCKS server.

¢ Selecting Telnet allows you to make a Telnet connection directly to the firewall machine in order to
connect through to an external host.

3. Enter the proxy host address and port number.

4. From the drop-down list, select the method by which want the proxy server to perform the DNS name
look-up if your host name is a string instead of an IP address.

Frosy Host: Port:
1021.063 1080

Prosy server handles DMS name lookup: | Auto w

Marne:

Pagzsword:

DNS Name Lookup

¢ If you select No, the SSH client will always do its own DNS, and will always pass an IP address to the
proxy.

¢ If you select Yes, the SSH client will always pass host names straight to the proxy without trying to
look them up first.

¢ If you select Auto (default), the SSH client will handle the proxy based on the type: Telnet and HTTP
proxies will have the host names passed straight to them; SOCKS proxies will not.

5. Enter a name and password if your proxy requires authentication. Username and password
authentication is supported for HTTP proxies, SOCKS 5 and Telnet proxies. SOCKS 4 proxies support the
username but not passwords.

6. Enter the Telnet command the proxy will use, if using Telnet proxy.

If you are using the Telnet proxy type, the usual command required by the firewall's Telnet server is
connect followed by a host name and a port number. If your proxy needs a different command, you can
enter an alternative here.

In this string, you can use \n to represent a new-line, \r to represent a carriage return, \t to
represent a tab character, and \Xx followed by two hex digits to represent any other character.

\\ is used to encode the \ character itself. Also, the special strings %host and %port will be
replaced by the host name and port number you want to connect to. The strings %user and %pass will
be replaced by the proxy username and password you specify in step 5. To get a literal % sign, enter %%.

If the Telnet proxy server prompts for a name and password before commands can be sent, you can use a
command such as:

%user\n¥%pass\nconnect %host %port\n
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This will send your username and password as the first two lines to the proxy, followed by a command to
connect to the desired host and port.

NOTE: If you do not include the %user or %pass tokens in the Telnet command, then the Name and
Password configuration fields will be ignored.

7. Click OK to save the proxy configurations.

SSH AUTOLOGIN

The Host Profiles window has an SSH Autologin tab that allows you to specify and save the username
and/or password for SSH connections so that you won’t be prompted for them each time you login. If
the username or password fields are left blank, you will be prompted for them each time you connect.

If you are tunneling VT, HP or XTERM over SSH, the Autologin tab will also be available for you to enter
the Telnet username and password. If you are using IBM emulation, the Autologin tab will not be
available.

CONFIGURING THE SSH PARAMETERS

Use the Configuration tab of the Host Profiles window to modify the emulation parameters for a
specific host profile.

When you click Modify, the Emulation Parameters screen opens where you will see that the SSH
parameters have been added to the tree view. Each parameter has a description that appears in the
right pane when you click on the name of the parameter.

@ hostcfg. bin - Emulation Parameters
File Edit VYalue View Help

b= b 4
- Emulation
.o

+- % 55H Compression

- % 55H Preference

55H Rekey Data

35H Rekey Time

33H-1 Bug: Chokes on Ignore Messages

55H-1 Bug: Refuses All Password Camouflage

35H-1 TIS or CryphoCard Authentication

33H-Z Buq: Fails on Rekey

55H-2 Bug: Miscomputes Encryption Keys

55H-2 Bug: Miscomputes HMAC Kevs

33H-Z Bug: Misuses the Session ID

55H-2 Bug: Requires Padding on RS4 Signatures

35H-2 Change Username

33H-Z Kevboard-Inkeractive Authentication

LB T - -

< >
Ready

SSH Parameters

From this screen, you can specify the SSH settings to be applied to all host profiles for the Client.
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CONFIGURING PRIVATE KEYS

Private keys are an optional way of allowing you to authenticate to the SSH server. Refer to the
documentation for your SSH server for instructions on how to create and install user-specific private
keys on the SSH server.

To configure private keys:

1. Access the host profiles configuration utility for the Telnet Client.

2. Select a host profile.

3. Enable the Use SSH encryption option.

4. Click the SSH tab to configure private key encryption.

5. Enable the Use Private Key option, then click Private Key Selection.

The SSH Private Key dialog box appears.

p X |

Public key for pasting into Dpen55H authorized_keys file:

szhrsa

AdAAE INzal peZEASAAR IwAAAD E AwNz25iKH3RE mbkOTIPSPmFut BrgF bd bl v v

w25 R oS <hE ot 97K Cb7 theeaF FulhEz<Mell H 7w gzOwipl 2N LA B gl3gU iR dwrb T 3g
w23FHHghw +aml nh 110 6nl S+prdYROE iLredLVERIR 0 a5 dDgpFD 28 U+U R Imcz4av'3T

SwnarnFEIGE AT Uowt gyt Py jembal Y upwnG kK AcavaIkiw LIPF1 qonBE HE 3B BetChA
clZHPEYONEELEOR P27 OjvsY phoHBG A/ sk bk QG aTwET k41 7495 2F C2bh1 Se0L s TLY
B gwtHsFFG T nBfaMiFimlbwD k0 gDk uBH M +htlP+g9w== imported-openssh-key

K.ep Fingerprint; |ssh-rsa 2048 Taf0:08:72:48:30:51:34:89:cf:18:06: 31:d1: 43:d1

Key Comment: [imparted-openssh-key

k.ew Pazsphrase: |

Confirm Pazsphraze: |

Load Private key Daone

Load Private Key

6. Click Load Private Key to open a window where you can browse for the private key file.

7. Locate the file and click Open.

Private keys from OpenSSH, SSH.com (Tectia), and PuTTY are recognized. Other private keys will need to
be converted to one of these formats before they can be loaded.

The Enter Passphrase dialog box appears.
8. Enter the passphrase for the private key.
The passphrase is whatever was specified at the time the private key was created.

9. Click OK to return to the SSH Private Key dialog box .
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10.Change the Key Comment and Key Passphrase values, if desired.

NOTE: A blank passphrase is allowed but not recommended.

11.Click Done.

You will need to re-enter the passphrase for the private key in order to view or edit it.

SECURITY OPTIONS

Every server identifies itself by means of a host key. Once the Telnet client knows the host key for a
server, it will be able to detect if a malicious attacker redirects your connection to another machine.
Host key checking guarantees that you are communicating with the correct server.

To add a host key to the Global Accepted Host Key List:

1. Access the host profiles configuration utility for the Telnet Client.
2. Select a host profile.

3. Enable the Use SSH encryption option.

4. In the Host Profiles window, click the SSH tab.

5. Click Add Current Host Keys.

A dialog box appears telling you that the public keys for the SSH server, specified on the host page, were
detected and added to the list.

6. Enable Allow user to connect to non-listed hosts to allow connections to a host whose key is not listed in
the Global Accepted Host Key List.

TROUBLESHOOTING HOST KEY ERROR MESSAGES

If no keys are listed or if all the keys you have are different than the ones provided by the server you
want to connect to, the following error message appears:

I X

'E The server's host key is not saved, You have no guarantee that the server is the computer vou think it is,
.

The server's rsaZ key fingerprint is:
ssh-rsa 2048 47:90:8b:77:35:Fa: 34: 8. 9F 5F 1 4F 7F:d1:53: 86 8c

IF wou krust this host, hit ¥es to sawve the key and carry on connecting,
If wou want bo carry on connecting just once, without saving the key, hit Mo,
IF wou dao nat krust this hast, hit Cancel ko abandaon the connection.

Yes ] l Mo l [ Zancel

SSH Security Alert

If you connect to the server and the key on the server has been changed, the following error message
appears:
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Wavelink SSH Security Alert

A

WARNING - POTEMTIAL SECURITY BREACH!

The server's host key does not match the saved copy. This means that either the server administrator has changed the host key, or you have actually
connected to another computer pretending to be the server,

The new rsaz key fingerprint is:
sshi-rsa 2048 47:90:8b:77:35:Fa:34:8c:9F:5F4F: 7F1d1:53:86:8c

If wou were expecting this change and trust the new key, hit Yes to update the saved key and continue connecting.
IF wou want to carry on connecting buk without updating the key, hit Mo,
IF wou want to abandon the connection completely, hit Cancel, Hitting Cancel is the ONLY guaranteed safe choice,

Yes ][ Mo ]L Cancel ||

Security Breach

This message also appears if you are connecting to a different server than the one to which you
previously connected. This could be an indication that someone is attempting to duplicate your server.

If the SSH server returns a key that is not in the Global Accepted Host Key List and the Allow user to
connect to non-listed hosts option is disabled, the Telnet client will not be allowed to connect to that
server and the following error message appears:

The server's host key is nat in the list of approved host keys, Mo connection is possible,

The server's rsaZ key fingerprint is:
ssh-rsa 2045 47:90:8b: 77:35:Fa: 34: 8c:9F 1 5F: 4f 1 7F:d1:53:86:8c

Connection Refused

OTHER RESOURCES

For more information on using the Terminal Emulation Client or for instructions on how to deploy the
Client configuration to the device, see the Terminal Emulation Client User Guide on the Wavelink Web
site.
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